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Version: 2.1.0.11

The python-cybox library provides an API for developing and consuming Cyber Observable eXpression (CybOX)
content. Developers can leverage the API to create applications that create, consume, translate, or otherwise work
with CybOX content.
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2 Contents



CHAPTER 1

Versions

Each version of python-cybox is designed to work with a single version of the CybOX Language. The table below
shows the latest version the library for each version of CybOX.

CybOX Version | python-cybox Version
2.1 2.1.0.11 (PyPI) (GitHub)
2.0.1 2.0.1.4 (PyPI) (GitHub)
2.0 2.0.0.1 (PyPI) (GitHub)
1.0 1.0.0b3 (PyPI) (GitHub)



https://pypi.python.org/pypi/cybox/2.1.0.11
https://github.com/CybOXProject/python-cybox/tree/v2.1.0.11
https://pypi.python.org/pypi/cybox/2.0.1.4
https://github.com/CybOXProject/python-cybox/tree/v2.0.1.4
https://pypi.python.org/pypi/cybox/2.0.0.1
https://github.com/CybOXProject/python-cybox/tree/v2.0.0.1
https://pypi.python.org/pypi/cybox/1.0.0b3
https://github.com/CybOXProject/python-cybox/tree/v1.0.0b3
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CHAPTER 2

Contents

Version: 2.1.0.11

2.1 Getting Started with python-cybox

Note: The python-cybox library is intended for developers who want to add CybOX support to existing programs or
create new programs that handle CybOX content. Experience with Python development is assumed.

Other users should look at existing tools that support CybOX.

Understanding XML, XML Schema, and the CybOX language is also incredibly helpful when using python-cybox in
an application.

First, you should follow the Installation procedures.

2.1.1 Example Scripts

The python-cybox repository contains several example scripts that help illustrate the capabilities of the APIs. These
scripts are simple command line utilities that can be executed by passing the name of the script to a Python interpreter.

$ python simple_email_instance.py

2.1.2 Writing Your Own Application

See the Examples page for more examples of using python-cybox in your own application.

Version: 2.1.0.11

2.2 Installation

2.2.1 Recommended Installation

Use pip:

S pip install cybox

You might also want to consider using a virtualenv.



https://cyboxproject.github.io/#convert
https://github.com/CybOXProject/python-cybox/tree/master/examples
http://pip.readthedocs.org/
http://virtualenv.readthedocs.org/
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2.2.2 Dependencies
The python-cybox library is developed on Python 2.7 and tested against both Python 2.6 and 2.7. Besides the Python
Standard Library, python-cybox relies on the following Python libraries:

e Ixml - A Pythonic binding for the C libraries libxml2 and libxslt.

* python-dateutil - A library for parsing datetime information.

* importlib (Python 2.6) - Convenience wrappers for __import__ ().

Note: importlib is built into Python 2.7, and is available on PyPI for Python 2.6.

Each of these can be installed with pip or by manually downloading packages from PyPI. On Windows, you will
probably have the most luck using pre-compiled binaries for 1xm1. On Ubuntu (12.04 or 14.04), you should make
sure the following packages are installed before attempting to compile 1xm1 from source:

¢ libxml2-dev
e libxsltl-dev
¢ zliblg-dev

2.2.3 Manual Installation

If you are unable to use pip, you can also install python-cybox with setuptools. If you don’t already have setuptools
installed, please install it before continuing.

1. Download and install the dependencies above. Although setuptools will generally install dependencies automat-
ically, installing the dependencies manually beforehand helps distinguish errors in dependency installation from
errors in python-cybox installation. Make sure you check to ensure the versions you install are compatible with
the version of python-cybox you plan to install.

2. Download the desired version of python-cybox from PyPI or the GitHub releases page. The steps below assume
you are using the 2.1.0.11 release.

3. Extract the downloaded file. This will leave you with a directory named cybox-2.1.0.11.

$ tar -zxf cybox-2.1.0.1l.tar.gz
$ 1s
cybox-2.1.0.11 cybox-2.1.0.11.tar.gz

OR

$ unzip cybox-2.1.0.11.zip
$ 1s
cybox-2.1.0.11 cybox-2.1.0.11.zip

4. Run the installation script.

$ cd cybox-2.1.0.11
$ python setup.py install

5. Test the installation.

$ python

Python 2.7.6 (default, Mar 22 2014, 22:59:56)

[GCC 4.8.2] on linux?2

Type "help", "copyright", "credits" or "license" for more information.
>>> import cybox

>>>

6 Chapter 2. Contents


http://lxml.de/
http://labix.org/python-dateutil
https://pypi.python.org/pypi/importlib
https://docs.python.org/2.7/library/importlib.html
http://www.lfd.uci.edu/~gohlke/pythonlibs/#lxml
https://pypi.python.org/pypi/setuptools/
https://pypi.python.org/pypi/cybox/
https://github.com/CybOXProject/python-cybox/releases
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If you don’t see an ImportError, the installation was successful.

2.2.4 Further Information

If you’re new to installing Python packages, you can learn more at the Python Packaging User Guide, specifically the
Installing Python Packages section.

Version: 2.1.0.11

2.3 Overview

This page provides a quick overview needed to understand the inner workings of the python-cybox library. If you
prefer a more hands-on approach, browse the Examples.

2.3.1 CybOX Entities

Each type within CybOX is represented by a class which derives from cybox.Entity. In general, there is one
Python class per CybOX type, though in some cases classes which would have identical functionality have been reused
rather than writing duplicating classes. One example of this is that many enumerated values are implemented using
the cybox.common.properties.String, since values aren’t checked to make sure they are valid enumeration
values.

Note: Not all CybOX types have yet been implemented.

2.3.2 Controlled Vocabulary Strings

Controlled Vocabulary strings are a concept originally designed for STIX and adapted for use in CybOX as well.
For background, see the STIX documentation. Controlled Vocabulary strings are implemented in the cybox Python
package very similarly to how they are implemented in the st ix package, so viewing the python-stix documentation
should help explain how to work with CybOX Controlled Vocabulary strings as well. CybOX vocabularies are defined
in the cybox . common . vocabs module.

Version: 2.1.0.11

2.4 Examples

This page includes some basic examples of creating and parsing CybOX content.

There are a couple things we do in these examples for purposes of demonstration that shouldn’t be done in production
code:

e When calling to_xml (), we use include_namespaces=False. This is to make the example out-
put easier to read, but means the resulting output cannot be successfully parsed. The XML parser doesn’t
know what namespaces to use if they aren’t included. In production code, you should explicitly set
include_namespaces to True or omit it entirely (True is the default).

* Weuse set_id_method (IDGenerator .METHOD_INT) to make IDs for Objects and Observables easier
to read and cross-reference within the XML document. In production code, you should omit this statement,
which causes random UUIDs to be created instead, or create explicit IDs yourself for objects and observables.

2.3. Overview 7


http://python-packaging-user-guide.readthedocs.org/
http://python-packaging-user-guide.readthedocs.org/en/latest/tutorial.html#installing-python-packages
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2.4.1 Creating Objects

The easiest way to create an object is to construct one and then set various properties on it.

from cybox.objects.file object import File

f = File()
f.file_name = "malware.exe"
f.file_path = "C:\Windows\Temp\malware.exe"

print f.to_xml (include_namespaces=False)

Which outputs:

<FileObj:FileObjectType xsi:type="FileObj:FileObjectType">
<FileObj:File_Name>malware.exe</FileObj:File_Name>
<FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
</FileObj:FileObjectType>

For some objects, such as the AddressObject, you can pass parameters direcly into the constructor.

from cybox.objects.address_object import Address
a = Address("1.2.3.4", Address.CAT_IPV4)
print a.to_xml (include_namespaces=False)

<AddressObj:AddressObjectType xsi:type="AddressObj:AddressObjectType" category="ipv4-addr">
<AddressObj:Address_Value>1.2.3.4</AddressObj:Address_Value>
</AddressObj:AddressObjectType>

2.4.2 Creating Observables

Full CybOX documents are expected to have Observables as the root element. You can pass any object to the
Observables constructor to generate the proper XML.

from cybox.core import Observables

from cybox.objects.file object import File

from cybox.utils import IDGenerator, set_id method
set_id_method (IDGenerator .METHOD_INT)

f = File()
f.file_name = "malware.exe"
f.file_path = "C:\Windows\Temp\malware.exe"

print Observables (f) .to_xml (include_namespaces=False)

<cybox:0Observables cybox_major_version="2" cybox_minor_version="1" cybox_update_version="0">
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:File-2">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File_Name>malware.exe</FileObj:File_Name>
<FileObj:File_Path>C:\Windows\Temp\malware.exe</FileObj:File_Path>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
</cybox:0bservables>

To include multiple objects as individual Observables within one document, you can pass them as a list to the Observ-
ables constructor.

from cybox.core import Observables
from cybox.objects.address_object import Address
from cybox.objects.uri_object import URI

8 Chapter 2. Contents
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from cybox.utils import IDGenerator, set_id_method
set_id_method (IDGenerator .METHOD_INT)

a = Address("1.2.3.4", Address.CAT_IPV4)

u = URI("http://cybox.mitre.org/")

print Observables([a, ul]).to_xml (include_namespaces=False)

<cybox:0bservables cybox_major_version="2" cybox_minor_version="1" cybox_update_version="0">
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:Address-2">
<cybox:Properties xsi:type="AddressObj:AddressObjectType" category="ipv4-addr">
<AddressObj:Address_Value>1.2.3.4</AddressObj:Address_Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0bservable>
<cybox:0Observable id="example:Observable-3">
<cybox:0bject id="example:URI-4">
<cybox:Properties xsi:type="URIObj:URIObjectType">
<URIOb7j:Value>http://cybox.mitre.org/</URIObj:Value>
</cybox:Properties>
</cybox:0bject>
</cybox:0Observable>
</cybox:0bservables>

2.4.3 HTTP Message Body

When outputing XML, by default, reserved XML characters such as < and > are escaped by default.

from cybox.objects.http_session_object import HTTPMessage

m = HTTPMessage ()

m.message_body = "<html><title>An HTML page</title><body><p>Body text</p></body></html>"
m.length = len(m.message_body.value)

print m.to_xml (include_namespaces=False)

<HTTPSessionObj:HTTPMessageType>

<HTTPSessionObj:Length>69</HTTPSessionObj:Length>

<HTTPSessionObj:Message_Body>&lt;htmls&gt; &lt;title&gt;An HTML page&lt;/title&gt;&lt;body&gt; &lt;
</HTTPSessionObj:HTTPMessageType>

When you parse this content, these characters are converted back.

from cybox.bindings.http_session_object import parseString
m2 = HTTPMessage.from_obj(parseString (m.to_xml()))
print m2.message_body

<html><title>An HTML page</title><body><p>Body text</p></body></html>

2.4.4 HTTP User Agent

from cybox.objects.http_session_object import =«
fields = HTTPRequestHeaderFields ()
fields.user_agent = "Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:25.0) Gecko/20100101 Firefox/25.0’

header = HTTPRequestHeader ()
header.parsed_header = fields

2.4. Examples 9
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request = HTTPClientRequest ()
request.http_request_header = header

req_res = HTTPRequestResponse ()
req_res.http_client_request = request

session = HTTPSession ()
session.http_request_response = [reqg_res]

print session.to_xml (include_namespaces=False)

<HTTPSessionObj:HTTPSessionObjectType xsi:type="HTTPSessionObj:HTTPSessionObjectType">
<HTTPSessionObj:HTTP_Request_Response>
<HTTPSessionObj:HTTP_Client_Request>
<HTTPSessionObj:HTTP_Request_Header>
<HTTPSessionObj:Parsed_Header>
<HTTPSessionObj:User_Agent>Mozilla/5.0 (Windows NT 6.1; Win64; x64; rv:25.0) Gecl
</HTTPSessionObj:Parsed_Header>
</HTTPSessionObj:HTTP_Request_Header>
</HTTPSessionObj:HTTP_Client_Request>
</HTTPSessionObj:HTTP_Request_Response>
</HTTPSessionObj:HTTPSessionObjectType>

2.4.5 Objects with DateTime properties

When setting DateTime properties on objects, you can either use a native Python datetime.datetime or a string.
The python-dateutil library is used to parse strings into dates, so a wide variety of formats is supported.

import datetime

from cybox.objects.email message_object import EmailMessage
e = EmailMessage ()

e.from_ = "spammer@spam.com"

e.subject = "This is not spam"

e.date = datetime.datetime (2012, 1, 17, 8, 35, 6)

print e.to_xml (include_namespaces=False)

<EmailMessageObj:EmailMessageObjectType xsi:type="EmailMessageObj:EmailMessageObjectType">
<EmailMessageObj:Header>
<EmailMessageObj:From xsi:type="AddressObj:AddressObjectType" category="e-mail">
<AddressObj:Address_Value>spammer@spam.com</AddressObj:Address_Value>
</EmailMessageObj:From>
<EmailMessageObj:Subject>This is not spam</EmailMessageObj:Subject>
<EmailMessageObj:Date>2012-01-17T08:35:06</EmailMessageObj:Date>
</EmailMessageObj:Header>
</EmailMessageObj:EmailMessageObjectType>

from cybox.objects.email message_object import EmailMessage
e = EmailMessage ()

e.date = "Mon, 14 Oct, 2013 12:32:03 -0500"

print e.to_xml (include_namespaces=False)

<EmailMessageObj:EmailMessageObjectType xsi:type="EmailMessageObj:EmailMessageObjectType">
<EmailMessageObj:Header>
<EmailMessageObj:Date>2013-10-14T12:32:03-05:00</EmailMessageObj:Date>
</EmailMessageObj:Header>
</EmailMessageObj:EmailMessageObjectType>
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2.4.6 Hashes

In many cases you can pass a dictionary or a list to create an instance of a CybOX type.

from cybox.common import HashList

h = HashList.from_list([{’type’ : 'MD5’, ’simple_hash_value’ : 'FFFFFF’},
{"type’ : "SHALl’, ’simple_hash_value’ : "FFFFFF’}])

print h.to_xml (include_namespaces=False)

<cyboxCommon:HashListType>
<cyboxCommon:Hash>
<cyboxCommon : Type>MD5</cyboxCommon : Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon : Hash>
<cyboxCommon :Hash>
<cyboxCommon: Type>SHA1</cyboxCommon: Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon : Hash>
</cyboxCommon:HashListType>

This can easily be incorporated into constructing objects as well.

from cybox.objects.win_file object import WinFile
f = WinFile ()

f.file_name = "foo.exe"

f.drive = "C:\\"

f.hashes = h

print f.to_xml (include_namespaces=False)

<WinFileObj:WindowsFileObjectType xsi:type="WinFileObj:WindowsFileObjectType">
<FileObj:File_Name>foo.exe</FileObj:File_Name>
<FileOb3j:Hashes>
<cyboxCommon : Hash>
<cyboxCommon : Type>MD5</cyboxCommon: Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon : Hash>
<cyboxCommon:Hash>
<cyboxCommon : Type>SHA1</cyboxCommon : Type>
<cyboxCommon:Simple_Hash_Value>FFFFFF</cyboxCommon:Simple_Hash_Value>
</cyboxCommon: Hash>
</FileObj:Hashes>
<WinFileObj:Drive>C:\</WinFileObj:Drive>
</WinFileObj:WindowsFileObjectType>

2.4.7 Object Subclasses

The WindowsFile object is a subclass of the File object. As you can see, the correct namepaces for the various
properties are set.

from cybox.objects.win_file object import WinFile
f = WinFile ()

f.file_name = "blah.exe"

f.drive = "C:\\"

print f.to_xml (include_namespaces=False)

<WinFileObj:WindowsFileObjectType xsi:type="WinFileObj:WindowsFileObjectType">
<FileObj:File_Name>blah.exe</FileObj:File_Name>

2.4. Examples 11
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<WinFileObj:Drive>C:\</WinFileObj:Drive>
</WinFileObj:WindowsFileObjectType>

As another example, the WinUser object is a refinement of the UserAccount object, which itself is a refinement of the
Account object. As with Hashes, these can be constructed from a dictionary representation.

from cybox.objects.win_user object import WinUser
winuser_dict = {
# Account-specific fields
"disabled’ : False,
"domain’: u’ADMIN’,
# UserAccount-specific fields
"password_required’ : True,
"full _name’: u"Steve Ballmer",
"home_directory’: u"C:\\Users\\ballmer\\",
"last_login’: "2011-05-12T07:14:01+07:00",
"username’ : u"ballmer",
"user_password_age’: u"P180D",
# WinUser-specific fields
"security_id’: u"S-1-5-21-3623811015-3361044348-30300820-1013",
"security_type’: "SidTypeUser",
"xsi:type’: "WindowsUserAccountObjectType’,
}

print WinUser.from_dict (winuser_dict) .to_xml (include_namespaces=False)

<WinUserAccountObj:WindowsUserAccountObjectType xsi:type="WinUserAccountObj:WindowsUserAccountObject"
disabled="false" password_required="true">
<AccountObj:Domain>ADMIN</AccountObj:Domain>
<UserAccountObj:Full_Name>Steve Ballmer</UserAccountObj:Full_Name>
<UserAccountObj:Home_Directory>C:\Users\ballmer\</UserAccountObj:Home_Directory>
<UserAccountObj:Last_Login>2011-05-12T07:14:01+07:00</UserAccountObj:Last_Login>
<UserAccountObj:Username>ballmer</UserAccountObj:Username>
<UserAccountObj:User_Password_Age>P180D</UserAccountObj:User_Password_Age>
<WinUserAccountObj:Security_ID>S-1-5-21-3623811015-3361044348-30300820-1013</WinUserAccountObj: Se
<WinUserAccountObj:Security_Type>SidTypeUser</WinUserAccountObj:Security_Type>
</WinUserAccountObj:WindowsUserAccountObjectType>

2.4.8 ObservableCompositions

from cybox.core import Observable, Observables, ObservableComposition
from cybox.objects.file object import File

from cybox.objects.process_object import Process

from cybox.utils import IDGenerator, set_id_method

set_id_method (IDGenerator .METHOD_INT)

observables = Observables ()

proc = Process.from_dict (

{"name": "cmd.exe",

"image_info": {"command_line": "cmd.exe /c blah.bat"}})
proc.name.condition = "Equals"
proc.image_info.command_line.condition = "Contains"

oproc = Observable (proc)
observables.add (oproc)

f = File.from_dict ({"file_name": "blah", "file_extension": "bat"})
f.file_name.condition = "Contains"

12 Chapter 2. Contents
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f.file_extension.condition = "Equals"
ofile = Observable (f)
observables.add(ofile)

oproc_ref = Observable ()
oproc_ref.id_ = None
oproc_ref.idref = oproc.id_

ofile_ref = Observable ()
ofile_ref.id_ = None
ofile_ref.idref = ofile.id_

o_comp = ObservableComposition (operator="0OR")
o_comp.add (oproc_ref)

o_comp.add(ofile_ref)

observables.add (Observable (o_comp) )

print observables.to_xml (include_namespaces=False)

<cybox:0bservables cybox_major_version="2" cybox_minor_version="1" cybox_update_version="0">
<cybox:0bservable id="example:Observable-1">
<cybox:0bject id="example:Process-2">
<cybox:Properties xsi:type="ProcessObj:ProcessObjectType">
<ProcessObj:Name condition="Equals">cmd.exe</ProcessObj:Name>
<ProcessObj:Image_Info>
<ProcessObj:Command_Line condition="Contains">cmd.exe /c blah.bat</ProcessObj:Cor
</ProcessObj:Image_Info>
</cybox:Properties>
</cybox:0bject>
</cybox:0Observable>
<cybox:0bservable id="example:Observable-3">
<cybox:0bject id="example:File-4">
<cybox:Properties xsi:type="FileObj:FileObjectType">
<FileObj:File_Name condition="Contains">blah</FileObj:File_Name>
<FileObj:File_Extension condition="Equals">bat</FileObj:File_Extension>
</cybox:Properties>
</cybox:0bject>
</cybox:0Observable>
<cybox:0bservable id="example:Observable-7">
<cybox:0bservable_Composition operator="OR">
<cybox:0bservable idref="example:Observable-1">
</cybox:0bservable>
<cybox:0Observable idref="example:Observable-3">
</cybox:0bservable>
</cybox:0bservable_Composition>
</cybox:0bservable>
</cybox:0bservables>

2.4.9 Parsing example

Just as you can call to_xml () to generate XML, you can call parseString to parse an XML string.

>>> import cybox.bindings.file_object as file_binding
>>> from cybox.objects.file_object import File
>>> a = nmn
<FileObj:FileObjectType
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

2.4. Examples 13
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xmlns:FileObj="http://cybox.mitre.org/objects#FileObject-2"
xsi:type="FileObj:FileObjectType">
<FileObj:File_Name condition="Contains">bad.exe</FileObj:File_Name>
</FileObj:FileObjectType>

>>> file _obj = file_binding.parseString(a)

>>> type (file_obj)

<class ’cybox.bindings.file_object.FileObjectType’>

>>> f = File.from_obj(file_obj)

>>> f.file_name.value

"bad.exe’

>>> str(f.file_name)

"bad.exe’

>>> f.file_name.condition

"Contains’

2.4.10 Comparisons

CybOX objects can be compared for equality using the standard Python equality operator. By default, every field must
be equal between the two objects. However, you can explicitly say that some fields should not be considered.

>>> from cybox.objects.file_object import File

>>> file_ 1 = File.from_dict ({’file_name’: ’"abcd.dll’, ’size_in_bytes’: "25556"})
>>> file 2 = File.from_dict ({’file_name’: ’"abcd.dll’, ’size_in_bytes’: "25556"})
>>> file 3 = File.from_ dict ({’file_name’: ’"abcd.dll’, ’size_in_bytes’: "1337"})
# First, disable the use of ‘‘size_in_bytes®
>>> File.size_in_bytes.comparable = False

comparisons.

>>> file 1 == file_2
True
>>> file 1 == file_3
True

# Now, set it back to True (the default).

>>> File.size_in_bytes.comparable = True
>>> file_1 == file_2

True

>>> file 1 == file_3

False

Version: 2.1.0.11

2.5 Contributing

If you notice a bug, have a suggestion for a new feature, or find that that something just isn’t behaving the way you’d
expect it to, please submit an issue to our issue tracker.

If you’d like to contribute code to our repository, you can do so by issuing a pull request and we will work with you
to try and integrate that code into our repository. Users who want to contribute code to the python-cybox repository
should be familiar with git and the GitHub pull request process.
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CHAPTER 3

API Reference

Version: 2.1.0.11

3.1 API Reference

3.1.1 CybOX Common

Modules located in the base cybox . common package

Note: Most objects from the CybOX Common schema can be implemented directly from the cybox . commmon
package, rather than needing to remember which submodule they are defined in.

Version: 2.1.0.11

cybox . common package

The cybox.common module contains classes needed to implement the types found in the CybOX Common schema
(cybox_common.xsd). Although the implementation is spread between different modules within the cybox . common
package, types should be imported directly from this module in case the implementations are reorganized in the future.

In other words, do this:

from cybox.common import String

rather than:

from cybox.common.properties import String

Submodules

Version: 2.1.0.11

cybox.common.attribute_groups module Version: 2.1.0.11
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cybox . common . byterun module
class cybox.common.byterun.ByteRun
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ByteRunType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

byte_run_ data

XML Binding class name: Byte_Run_Data
Dictionary key name: byte_run_data

file_system offset

Type: cybox.common.properties.Integer
XML Binding class name: File_System_Offset
Dictionary key name: file_system_offset

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

image_offset

Type: cybox.common.properties.Integer
XML Binding class name: Image_Offset
Dictionary key name: image_offset

length

Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

offset

Type: cybox.common.properties.Integer
XML Binding class name: Of fset
Dictionary key name: of fset

class cybox.common.byterun.ByteRuns (*args)
Bases: cybox.EntityList
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XML binding class: cybox.bindings.cybox_common.ByteRunsType

Version: 2.1.0.11

cybox.common.contributor module
class cybox.common.contributor.Contributor
Bases: cybox.Entity

XML binding class: cybox .bindings.cybox_common.ContributorType

contribution_location

XML Binding class name: Contribution_Location
Dictionary key name: contribution_location

date

Type: cybox.common.daterange.DateRange
XML Binding class name: Date
Dictionary key name: date

email

XML Binding class name: Email
Dictionary key name: email

name

XML Binding class name: Name
Dictionary key name: name

organization

XML Binding class name: Organization
Dictionary key name: organization

phone

XML Binding class name: Phone
Dictionary key name: phone

role

XML Binding class name: Role

Dictionary key name: role
class cybox.common.contributor.Personnel (*args)
Bases: cybox.EntityList

3.1. API Reference 17



python-cybox Documentation, Release 2.1.0.11

XML binding class: cybox.bindings.cybox_common.PersonnelType

Version: 2.1.0.11

cybox.common.data_segment module
class cybox.common.data_segment .DataSegment
Bases: cybox.Entity

XML binding class: cybox .bindings.cybox_common.DataSegmentType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

data_format

XML Binding class name: Data_Format
Dictionary key name: data_format

data_segment

Type: cybox.common.properties.String
XML Binding class name: Data_Segment
Dictionary key name: data_segment

data_size

Type: cybox.common.data_segment .DataSize
XML Binding class name: Data_Size
Dictionary key name: data_size

id_
XML Binding class name: id
Dictionary key name: id
offset

Type: cybox.common.properties.Integer
XML Binding class name: Of fset
Dictionary key name: offset

search_distance

Type: cybox.common.properties.Integer
XML Binding class name: Search_Distance
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Dictionary key name: search_distance

search_within

Type: cybox.common.properties.Integer
XML Binding class name: Search_Within

Dictionary key name: search_within
class cybox.common.data_segment .DataSize (*args, **kwargs)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.DataSizeType

static from_dict (datasize_dict)

static from_ob7j (datasize_obj)
is_plain()

to_dict ()

to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox . common . daterange module
class cybox.common.daterange.DateRange
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateRangeType

end date

Type: cybox.common.datetimewithprecision.DateWithPrecision
XML Binding class name: End_Date
Dictionary key name: end_date

start_date

Type: cybox.common.datetimewithprecision.DateWithPrecision
XML Binding class name: Start_Date

Dictionary key name: start_date
Version: 2.1.0.11

cybox.common.datetimewithprecision module
class cybox.common.datetimewithprecision.DateTimeWithPrecision (value=None, preci-
sion="second’)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateTimeWithPrecisionType
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classmethod £from_dict (dict )

classmethod £rom_ob3j (0bj)

to_dict ()
to_obj (return_obj=None, ns_info=None)
class cybox.common.datetimewithprecision.DateWithPrecision (value=None, preci-
sion="day’)

Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateWithPrecisionType

classmethod £from_dict (dict )

classmethod £rom_ob3j (0bj)

to_dict ()

to_obj (return_obj=None, ns_info=None)
cybox.common.datetimewithprecision.parse_value (value)
cybox.common.datetimewithprecision.serialize_value (value)

Version: 2.1.0.11

cybox.common.digitalsignature module
class cybox.common.digitalsignature.DigitalSignature
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DigitalSignatureInfoType

certificate_ issuer

Type: cybox.common.properties.String
XML Binding class name: Certificate_Issuer
Dictionary key name: certificate_issuer

certificate_subject

Type: cybox.common.properties.String
XML Binding class name: Certificate_Subject
Dictionary key name: certificate_subject

signature_description

Type: cybox.common.properties.String
XML Binding class name: Signature_Description
Dictionary key name: signature_description

signature_exists

20 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.11

XML Binding class name: signature_exists
Dictionary key name: signature_exists

signature_verified

XML Binding class name: signature_verified

Dictionary key name: signature_verified
class cybox.common.digitalsignature.DigitalSignaturelist (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.DigitalSignaturesType

Version: 2.1.0.11

cybox.common.environment_variable module
class cybox.common.environment_variable.EnvironmentVariable
Bases: cybox.Entity

XML binding class: <undefined>

static from_dict (environment_variable_dict)
static from_obj (environment_variable_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)
class cybox.common.environment_variable.EnvironmentVariableList (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.EnvironmentVariableListType

Version: 2.1.0.11

cybox.common .extracted_ features module
class cybox.common.extracted_features.CodeSnippets (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.CodeSnippetsType

class cybox.common.extracted_features.ExtractedFeatures
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedFeaturesType
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code_snippets

Type: cybox.common.extracted_features.CodeSnippets
XML Binding class name: Code_Snippets
Dictionary key name: code_snippets

functions

Type: cybox.common.extracted_features.Functions
XML Binding class name: Functions
Dictionary key name: functions

imports

Type: cybox.common.extracted_features.Imports
XML Binding class name: Imports
Dictionary key name: imports

strings

Type: cybox.common.extracted_string.ExtractedStrings
XML Binding class name: Strings
Dictionary key name: strings

class cybox.common.extracted_features.Functions (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.FunctionsType

class cybox.common.extracted_features.Imports (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common. ImportsType

Version: 2.1.0.11

cybox.common.extracted_ string module
class cybox.common.extracted_string.ExtractedString (string_value=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedStringType

address

Type: cybox.common.properties.HexBinary
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XML Binding class name: Address
Dictionary key name: address

byte_string value

Type: cybox.common.properties.String
XML Binding class name: Byte_String_Value
Dictionary key name: byte_string_value

encoding
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Encoding
Dictionary key name: encoding

english_translation

Type: cybox.common.properties.String
XML Binding class name: English_Translation
Dictionary key name: english_translation

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

language

Type: cybox.common.properties.String
XML Binding class name: Language
Dictionary key name: language

length

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Length
Dictionary key name: length

string_value

Type: cybox.common.properties.String
XML Binding class name: String_Value

Dictionary key name: string value
class cybox.common.extracted_string.ExtractedStrings (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.ExtractedStringsType
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Version: 2.1.0.11

cybox . common . hashes module
class cybox.common.hashes.Hash (hash_value=None, type_=None, exact=False)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.HashType

fuzzy hash_value

Type: cybox.common.properties.String
XML Binding class name: Fuzzy_Hash_Value
Dictionary key name: fuzzy_hash_value

simple_hash_value

Type: cybox.common.properties.HexBinary
XML Binding class name: Simple_Hash_Value
Dictionary key name: simple_hash_value

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Type
Dictionary key name: type

class cybox.common.hashes.HashList (*args)
Bases: cybox.EntityList

XML binding class: cybox .bindings.cybox_common.HashListType

Version: 2.1.0.11

cybox.common .measuresource module
class cybox.common.measuresource.MeasureSource
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.MeasureSourceType

class_

XML Binding class name: classxx
Dictionary key name: class
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contributors

Type: cybox.common.contributor.Personnel
XML Binding class name: Contributors
Dictionary key name: contributors

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

information_source_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Information_Source_Type
Dictionary key name: information_source_type

instance

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: Instance
Dictionary key name: instance

name

XML Binding class name: name
Dictionary key name: name

platform

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Plat form
Dictionary key name: platform

sighting_count

XML Binding class name: sighting_count
Dictionary key name: sighting_count

source_type

XML Binding class name: source_type
Dictionary key name: source_type

system

Type: cybox.common.object_properties.ObjectProperties
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XML Binding class name: System
Dictionary key name: system

time

Type: cybox.common.time.Time
XML Binding class name: Time
Dictionary key name: t ime

tool_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Tool_Type
Dictionary key name: tool_type

tools

Type: cybox.common.tools.ToolInformationList
XML Binding class name: Tools

Dictionary key name: tools
Version: 2.1.0.11

cybox.common.object_properties module
class cybox.common.object_properties.CustomProperties (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.CustomPropertiesType

class cybox.common.object_properties.ObjectProperties
Bases: cybox.Entity

The Cybox ObjectProperties base class.

XML binding class: <undefined>

add_related (related, relationship, inline=True)

custom_properties

Type: cybox.common.object_properties.CustomProperties
XML Binding class name: Custom_Properties
Dictionary key name: custom_properties

classmethod from_dict (defobj_dict, defobj=None)

classmethod £rom_obj (defobj_obj, defobj=None)
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object_reference

XML Binding class name: object_reference
Dictionary key name: object_reference

to_dict (partial_dict=None)
to_obj (return_obj=None, ns_info=None)

class cybox.common.object_properties.Property
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PropertyType

static from_dict (property_dict)
static from_obj (property_obj)

is_plain()
Whether the Property can be represented as a single value.

to_dict ()
to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox.common.platform_specification module
class cybox.common.platform_specification.PlatformIdentifier
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PlatformIdentifierType

static from_dict (platform_identifier_dict)
static from_ob3j (platform_identifier_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)
class cybox.common.platform_specification.PlatformSpecification
Bases: cybox.Entity

CybOX Common PlatformSpecification object representation

XML binding class: <undefined>

static from_dict (platform_specification_dict)
static from_obj (platform_specification_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)
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Version: 2.1.0.11

cybox.common . properties module
class cybox.common.properties.BaseProperty (value=None)

XML binding class: <undefined>

is_plain()
Whether the Property can be represented as a single value.

The datatype can be inferred by the particular BaseProperty subclass, so if datatype and value are the only
non-None properties, the BaseProperty can be represented by a single value rather than a dictionary. This
makes the JSON representation simpler without losing any data fidelity.

class cybox.common.properties.AnyURI (value=None)

XML binding class: cybox.bindings.cybox_common.AnyURIObjectPropertyType

class cybox.common.properties.Base64Binary (value=None)

XML binding class: cybox.bindings.cybox_common.Base64BinaryObjectPropertyType

class cybox.common.properties.Date (value=None, precision="day’)

XML binding class: cybox.bindings.cybox_common.DateObjectPropertyType

class cybox.common.properties.DateTime (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.DateTimeObjectPropertyType

class cybox.common.properties.Double (value=None)

XML binding class: cybox.bindings.cybox_common.DoubleObjectPropertyType

class cybox.common.properties.Duration (value=None)

XML binding class: cybox.bindings.cybox_common.DurationObjectPropertyType

class cybox.common.properties.Float (value=None)

XML binding class: cybox.bindings.cybox_common.FloatObjectPropertyType

class cybox.common.properties.HexBinary (value=None)

XML binding class: cybox.bindings.cybox_common.HexBinaryObjectPropertyType

class cybox.common.properties.Integer (value=None)

XML binding class: cybox.bindings.cybox_common.IntegerObjectPropertyType

class cybox.common.properties.Long (value=None)

XML binding class: cybox.bindings.cybox_common.LongObjectPropertyType
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class cybox.common.properties.Name (value=None)

XML binding class: cybox.bindings.cybox_common.NameObjectPropertyType

class cybox.common.properties.NonNegativelInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.NonNegativeIntegerObjectPropertyType

class cybox.common.properties.PositivelInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.PositiveIntegerObjectPropertyType

class cybox.common.properties.String (value=None)

XML binding class: cybox.bindings.cybox_common.StringObjectPropertyType

class cybox.common.properties. Time (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.TimeObjectPropertyType

class cybox.common.properties.UnsignedInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.UnsignedIntegerObjectPropertyType

class cybox.common.properties.UnsignedLong (value=None)

XML binding class: cybox.bindings.cybox_common.UnsignedLongObjectPropertyType
Version: 2.1.0.11

cybox.common. structured_text module
class cybox.common.structured_text.StructuredText (value=None)
Bases: cybox.Entity

XML binding class: <undefined>

classmethod £rom_dict (text_dict, text=None)
classmethod from_obj (text_obj, text=None)

is_plain()
Whether this can be represented as a string rather than a dictionary

Subclasses can override this to include their custom fields in this check:
return (super(..., self).is_plain() and self.other_field is None)
to_dict ()

to_obj (return_obj=None, ns_info=None)
Version: 2.1.0.11
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cybox . common . t ime module
class cybox.common.time.Time (start_time=None, end_time=None, produced_time=None, re-

ceived_time=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.TimeType

end time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: End_Time
Dictionary key name: end_t ime

produced_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Produced_Time
Dictionary key name: produced_time

received_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Received_Time
Dictionary key name: received_time

start_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Start_Time

Dictionary key name: start_time
Version: 2.1.0.11

cybox.common.tools module
class cybox.common.tools.ToolInformation (fool_name=None, tool_vendor=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ToolInformationType

static from_dict (roolinfo_dict, toolinfo=None)
static from_obj (toolinfo_obj, toolinfo=None)
to_dict ()

to_obj (return_obj=None, ns_info=None)
class cybox.common.tools.ToolInformationList (*args)
Bases: cybox.EntityList
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XML binding class: cybox.bindings.cybox_common.ToolsInformationType

Version: 2.1.0.11

cybox . common . vocabs module
class cybox.common.vocabs.ActionArgumentName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionObjectAssociationType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionRelationshipType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.CharacterEncoding (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.EventType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType
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class cybox.common.vocabs .HashName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.InformationSourceType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectRelationship (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectState (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ToolType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.VocabString (value=None)
Bases: cybox.common.attribute_groups.PatternFieldGroup, cybox.Entity

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

classmethod £rom_dict (vocab_dict, return_obj=None)
classmethod £rom_ob3j (vocab_obj, return_obj=None)

is_plain()
Whether the VocabString can be represented as a single value.

static lookup_class (xsi_type)
to_dict ()

to_obj (return_obj=None, ns_info=None)
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cybox.common.vocabs.register_vocab (cls)
Register a VocabString subclass.

Also, calculate all the permitted values for class being decorated by adding an _ ALLOWED_VALUES tuple of
all the values of class members beginning with TERM_.

Version: 2.1.0.11

cybox.common. attribute_groups module

Version: 2.1.0.11

cybox . common . byterun module

class cybox.common.byterun.ByteRun
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ByteRunType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

byte_run_data

XML Binding class name: Byte_Run_Data
Dictionary key name: byte_run_data

file_system offset

Type: cybox.common.properties.Integer
XML Binding class name: File System_ Offset
Dictionary key name: file_system_offset

hashes

Type: cybox.common.hashes.HashList
XML Binding class name: Hashes
Dictionary key name: hashes

image_offset

Type: cybox.common.properties.Integer
XML Binding class name: Image_Offset
Dictionary key name: image_offset

length
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Type: cybox.common.properties.Integer
XML Binding class name: Length
Dictionary key name: length

offset

Type: cybox.common.properties.Integer
XML Binding class name: Of fset
Dictionary key name: offset

class cybox.common.byterun.ByteRuns (*args)
Bases: cybox.EntityList

XML binding class: cybox .bindings.cybox_common.ByteRunsType

Version: 2.1.0.11

cybox.common. contributor module

class cybox.common.contributor.Contributor
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ContributorType

contribution_location

XML Binding class name: Contribution_Location
Dictionary key name: contribution_location

date

Type: cybox.common.daterange.DateRange
XML Binding class name: Date
Dictionary key name: date

email

XML Binding class name: Email
Dictionary key name: email

name

XML Binding class name: Name
Dictionary key name: name

organization

XML Binding class name: Organization
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Dictionary key name: organization

phone

XML Binding class name: Phone
Dictionary key name: phone

role

XML Binding class name: Role
Dictionary key name: role

class cybox.common.contributor.Personnel (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.PersonnelType

Version: 2.1.0.11

cybox.common.data_segment module

class cybox.common.data_segment .DataSegment
Bases: cybox.Entity

XML binding class: cybox .bindings.cybox_common.DataSegmentType

byte_order

Type: cybox.common.properties.String
XML Binding class name: Byte_Order
Dictionary key name: byte_order

data_format

XML Binding class name: Data_Format
Dictionary key name: data_format

data_segment

Type: cybox.common.properties.String
XML Binding class name: Data_Segment
Dictionary key name: data_segment

data_size

Type: cybox.common.data_segment .DataSize
XML Binding class name: Data_Size
Dictionary key name: data_size
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id_
XML Binding class name: id
Dictionary key name: id
offset

Type: cybox.common.properties.Integer
XML Binding class name: Of fset
Dictionary key name: offset

search_distance

Type: cybox.common.properties.Integer
XML Binding class name: Search_Distance
Dictionary key name: search_distance

search_within

Type: cybox.common.properties.Integer
XML Binding class name: Search_Within
Dictionary key name: search_within

class cybox.common.data_segment .DataSize (*args, **kwargs)
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.DataSizeType

static from_dict (datasize_dict)

static from_ob3j (datasize_obyj)
is_plain()

to_dict ()

to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox . common.daterange module
class cybox.common.daterange.DateRange
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateRangeType

end_date

Type: cybox.common.datetimewithprecision.DateWithPrecision
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XML Binding class name: End_Date
Dictionary key name: end_date

start_date

Type: cybox.common.datetimewithprecision.DateWithPrecision
XML Binding class name: Start_Date
Dictionary key name: start_date

Version: 2.1.0.11

cybox.common.datetimewithprecision module

class cybox.common.datetimewithprecision.DateTimeWithPrecision (value=None, preci-
sion="second’)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateTimeWithPrecisionType

classmethod from_dict (dict_)
classmethod £rom obj (0bj)

to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.common.datetimewithprecision.DateWithPrecision (value=None, preci-
sion="day’)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DateWithPrecisionType

classmethod £from_dict (dict )

classmethod from_ob3j (obj)

to_dict ()

to_obj (return_obj=None, ns_info=None)
cybox.common.datetimewithprecision.parse_value (value)
cybox.common.datetimewithprecision.serialize_value (value)

Version: 2.1.0.11

cybox.common.digitalsignature module

class cybox.common.digitalsignature.DigitalSignature
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.DigitalSignatureInfoType
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certificate_ issuer

Type: cybox.common.properties.String
XML Binding class name: Certificate_Issuer
Dictionary key name: certificate_issuer

certificate_subject

Type: cybox.common.properties.String
XML Binding class name: Certificate_Subject
Dictionary key name: certificate_subject

signature_description

Type: cybox.common.properties.String
XML Binding class name: Signature_Description
Dictionary key name: signature_description

signature_exists

XML Binding class name: signature_exists
Dictionary key name: signature_exists

signature_verified

XML Binding class name: signature_verified
Dictionary key name: signature_verified

class cybox.common.digitalsignature.DigitalSignaturelist (*args)

Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.DigitalSignaturesType

Version: 2.1.0.11

cybox.common.environment_variable module

class cybox.common.environment_variable.EnvironmentVariable
Bases: cybox.Entity

XML binding class: <undefined>

static from_dict (environment_variable_dict)
static from_obj (environment_variable_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)
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class cybox.common.environment_variable.EnvironmentVariableList (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.EnvironmentVariableListType

Version: 2.1.0.11

cybox.common.extracted features module

class cybox.common.extracted_features.CodeSnippets (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.CodeSnippetsType

class cybox.common.extracted_features.ExtractedFeatures
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedFeaturesType

code_snippets

Type: cybox.common.extracted_features.CodeSnippets
XML Binding class name: Code_Snippets
Dictionary key name: code_snippets

functions

Type: cybox.common.extracted_features.Functions
XML Binding class name: Functions
Dictionary key name: functions

imports

Type: cybox.common.extracted_features.Imports
XML Binding class name: Imports
Dictionary key name: imports

strings

Type: cybox.common.extracted_string.ExtractedStrings
XML Binding class name: Strings
Dictionary key name: strings

class cybox.common.extracted_features.Functions (*args)
Bases: cybox.EntityList
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XML binding class: cybox.bindings.cybox_common.FunctionsType

class cybox.common.extracted_features.Imports (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common. ImportsType

Version: 2.1.0.11

cybox.common.extracted_string module

class cybox.common.extracted_string.ExtractedString (string_value=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ExtractedStringType

address

Type: cybox.common.properties.HexBinary
XML Binding class name: Address
Dictionary key name: address

byte_string value

Type: cybox.common.properties.String
XML Binding class name: Byte_String_Value
Dictionary key name: byte_string_value

encoding
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Encoding
Dictionary key name: encoding

english_translation

Type: cybox.common.properties.String
XML Binding class name: English_Translation
Dictionary key name: english_translation

hashes

Type: cybox.common.hashes.HashList
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XML Binding class name: Hashes
Dictionary key name: hashes

language

Type: cybox.common.properties.String
XML Binding class name: Language
Dictionary key name: language

length

Type: cybox.common.properties.Positivelnteger
XML Binding class name: Length
Dictionary key name: length

string_value

Type: cybox.common.properties.String
XML Binding class name: String Value
Dictionary key name: string_value

class cybox.common.extracted_string.ExtractedStrings (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.ExtractedStringsType

Version: 2.1.0.11

cybox . common.hashes module

class cybox.common . hashes.Hash (hash_value=None, type_=None, exact=False)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.HashType

fuzzy hash_value

Type: cybox.common.properties.String
XML Binding class name: Fuzzy_Hash_Value
Dictionary key name: fuzzy_hash_value

simple_hash_value

Type: cybox.common.properties.HexBinary
XML Binding class name: Simple_Hash_Value
Dictionary key name: simple_hash_value
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type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Type
Dictionary key name: type

class cybox.common.hashes.HashList (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.HashListType

Version: 2.1.0.11

cybox . common .measuresource module

class cybox.common.measuresource .MeasureSource
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.MeasureSourceType

class__

XML Binding class name: classxx
Dictionary key name: class

contributors

Type: cybox.common.contributor.Personnel
XML Binding class name: Contributors
Dictionary key name: contributors

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

information_source_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Information_Source_Type
Dictionary key name: information_source_type
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instance

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: Instance
Dictionary key name: instance

name

XML Binding class name: name
Dictionary key name: name

platform

Type: cybox.common.platform specification.PlatformSpecification
XML Binding class name: Plat form
Dictionary key name: platform

sighting_count

XML Binding class name: sighting_count
Dictionary key name: sighting_count

source_type

XML Binding class name: source_type
Dictionary key name: source_type

system

Type: cybox.common.object_properties.ObjectProperties
XML Binding class name: System
Dictionary key name: system

time

Type: cybox.common.time.Time
XML Binding class name: Time
Dictionary key name: t ime

tool_type
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Tool_Type
Dictionary key name: tool_type

tools

Type: cybox.common.tools.ToolInformationList
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XML Binding class name: Tools
Dictionary key name: tools

Version: 2.1.0.11

cybox.common.object_properties module

class cybox.common.object_properties.CustomProperties (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.CustomPropertiesType

class cybox.common.object_properties.ObjectProperties
Bases: cybox.Entity

The Cybox ObjectProperties base class.

XML binding class: <undefined>

add_related (related, relationship, inline=True)

custom_properties

Type: cybox.common.object_properties.CustomProperties
XML Binding class name: Custom_Properties
Dictionary key name: custom_properties

classmethod £rom_dict (defobj_dict, defobj=None)
classmethod £rom_obj (defobj_obj, defobj=None)

object_reference

XML Binding class name: object_reference
Dictionary key name: object_reference

to_dict (partial_dict=None)
to_obj (return_obj=None, ns_info=None)

class cybox.common.object_properties.Property
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PropertyType

static from_dict (property_dict)
static from_ob3j (property_obj)

is_plain()
Whether the Property can be represented as a single value.
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to_dict ()
to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox.common.platform_specification module

class cybox.common.platform_specification.PlatformIdentifier
Bases: cybox.common.properties.String

XML binding class: cybox.bindings.cybox_common.PlatformIdentifierType

static from_dict (platform_identifier_dict)
static from_ob3j (platform_identifier_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.common.platform_specification.PlatformSpecification
Bases: cybox.Entity

CybOX Common PlatformSpecification object representation

XML binding class: <undefined>

static from_dict (platform_specification_dict)
static from_obj (platform_specification_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox . common.properties module

class cybox.common.properties.BaseProperty (value=None)

XML binding class: <undefined>

is_plain()
Whether the Property can be represented as a single value.

The datatype can be inferred by the particular BaseProperty subclass, so if datatype and value are the only
non-None properties, the BaseProperty can be represented by a single value rather than a dictionary. This
makes the JSON representation simpler without losing any data fidelity.

class cybox.common.properties.AnyURI (value=None)

XML binding class: cybox.bindings.cybox_common.AnyURIObjectPropertyType
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class cybox.common.properties.Base64Binary (value=None)

XML binding class: cybox.bindings.cybox_common.Base64BinaryObjectPropertyType

class cybox.common.properties.Date (value=None, precision="day’)

XML binding class: cybox.bindings.cybox_common.DateObjectPropertyType

class cybox.common.properties.DateTime (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.DateTimeObjectPropertyType

class cybox.common.properties.Double (value=None)

XML binding class: cybox .bindings.cybox_common.DoubleObjectPropertyType

class cybox.common.properties.Duration (value=None)

XML binding class: cybox.bindings.cybox_common.DurationObjectPropertyType

class cybox.common.properties.Float (value=None)

XML binding class: cybox.bindings.cybox_common.FloatObjectPropertyType

class cybox.common.properties.HexBinary (value=None)

XML binding class: cybox.bindings.cybox_common.HexBinaryObjectPropertyType

class cybox.common.properties.Integer (value=None)

XML binding class: cybox.bindings.cybox_common.IntegerObjectPropertyType

class cybox.common.properties.Long (value=None)

XML binding class: cybox.bindings.cybox_common.LongObjectPropertyType

class cybox.common.properties.Name (value=None)

XML binding class: cybox.bindings.cybox_common.NameObjectPropertyType

class cybox.common.properties.NonNegativelInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.NonNegativeIntegerObjectPropertyType

class cybox.common.properties.PositivelInteger (value=None)
XML binding class:
cybox.bindings.cybox_common.PositiveIntegerObjectPropertyType

class cybox.common.properties.String (value=None)

XML binding class: cybox .bindings.cybox_common.StringObjectPropertyType
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class cybox.common.properties.Time (value=None, precision="second’)

XML binding class: cybox.bindings.cybox_common.TimeObjectPropertyType

class cybox.common.properties.UnsignedInteger (value=None)

XML binding class:
cybox.bindings.cybox_common.UnsignedIntegerObjectPropertyType

class cybox.common.properties.UnsignedLong (value=None)

XML binding class: cybox.bindings.cybox_common.UnsignedLongObjectPropertyType
Version: 2.1.0.11

cybox . common . structured_text module

class cybox.common. structured_text.StructuredText (value=None)
Bases: cybox.Entity

XML binding class: <undefined>

classmethod £rom_dict (text_dict, text=None)
classmethod from_obj (text_obj, text=None)

is_plain()
Whether this can be represented as a string rather than a dictionary

Subclasses can override this to include their custom fields in this check:
return (super(..., self).is_plain() and self.other_field is None)
to_dict ()
to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox . common . time module

class cybox.common.time.Time (start_time=None, end_time=None, produced_time=None, re-

ceived_time=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.TimeType

end_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: End_Time
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Dictionary key name: end_t ime

produced_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Produced_Time
Dictionary key name: produced_time

received_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Received_Time
Dictionary key name: received_time

start_time

Type: cybox.common.datetimewithprecision.DateTimeWithPrecision
XML Binding class name: Start_Time
Dictionary key name: start_time

Version: 2.1.0.11

cybox.common.tools module

class cybox.common.tools.ToolInformation (tool_name=None, tool_vendor=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_common.ToolInformationType

static from_dict (toolinfo_dict, toolinfo=None)
static £rom_obj (foolinfo_obj, toolinfo=None)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.common.tools.ToolInformationList (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_common.ToolsInformationType

Version: 2.1.0.11

cybox . common.vocabs module

class cybox.common.vocabs.ActionArgumentName (value=None)
Bases: cybox.common.vocabs.VocabString
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XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs .ActionName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionObjectAssociationType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionRelationshipType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ActionType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.CharacterEncoding (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs .EventType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs .HashName (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.InformationSourceType (value=None)
Bases: cybox.common.vocabs.VocabString
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XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectRelationship (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ObjectState (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.ToolType (value=None)
Bases: cybox.common.vocabs.VocabString

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

class cybox.common.vocabs.VocabString (value=None)
Bases: cybox.common.attribute_groups.PatternFieldGroup, cybox.Entity

XML binding class: cybox.bindings.cybox_common.ControlledVocabularyStringType

classmethod £rom_dict (vocab_dict, return_obj=None)
classmethod £rom_ob3j (vocab_obj, return_obj=None)

is_plain()
Whether the VocabString can be represented as a single value.

static Llookup_class (xsi_type)
to_dict ()
to_obj (return_obj=None, ns_info=None)

cybox.common.vocabs.register_ vocab (cls)
Register a VocabString subclass.

Also, calculate all the permitted values for class being decorated by adding an _ ALLOWED_VALUES tuple of
all the values of class members beginning with TERM_.

3.1.2 CybOX Core

Modules located in the base cybox . core package

Note: Most objects from the CybOX Core schema can be implemented directly from the cybox . core package,
rather than needing to remember which submodule they are defined in.

50 Chapter 3. API Reference



python-cybox Documentation, Release 2.1.0.11

Version: 2.1.0.11

cybox . core package

Submodules

Version: 2.1.0.11

cybox.core.action module
class cybox.core.action.Action
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionType

action_aliases

Type: cybox.core.action.ActionAliases
XML Binding class name: Action_Aliases

Dictionary key name: action_aliases

action_arguments

Type: cybox.core.action.ActionArguments
XML Binding class name: Action_Arguments
Dictionary key name: action_arguments

action_status

XML Binding class name: action_status
Dictionary key name: action_status

associated objects

Type: cybox.core.action.AssociatedObjects
XML Binding class name: Associated_Objects
Dictionary key name: associated_objects

context

XML Binding class name: context
Dictionary key name: context

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description
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discovery_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Discovery_Method
Dictionary key name: discovery_method

frequency

Type: cybox.core. frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id_

XML Binding class name: id
Dictionary key name: id

idref

XML Binding class name: idref
Dictionary key name: idref

name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Name
Dictionary key name: name

ordinal_position

XML Binding class name: ordinal_position
Dictionary key name: ordinal_position

relationships

Type: cybox.core.action.ActionRelationships
XML Binding class name: Relationships
Dictionary key name: relationships

timestamp

XML Binding class name: t imestamp
Dictionary key name: t imestamp

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
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XML Binding class name: Type
Dictionary key name: type

class cybox.core.action.ActionAliases (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionAliasesType

class cybox.core.action.ActionArgument
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionArgumentType

argument_name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Argument_Name
Dictionary key name: argument_name

argument_value

XML Binding class name: Argument_Value
Dictionary key name: argument_value

class cybox.core.action.ActionArguments (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionArgumentsType

class cybox.core.action.ActionRelationship
Bases: cybox.Entity

XML binding class: <undefined>

static from_dict (action_relationship_dict)
static from_ob3j (action_relationship_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.action.ActionRelationships (*args)
Bases: cybox.EntityList
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XML binding class: cybox.bindings.cybox_core.ActionRelationshipsType

class cybox.core.action.Actions (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionsType

class cybox.core.action.AssociatedObjects ( *args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.AssociatedObjectsType

Version: 2.1.0.11

cybox.core.action_reference module CybOX Action Reference Class

class cybox.core.action_reference.ActionReference (action_id=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionReferenceType

action_id

XML Binding class name: action_id
Dictionary key name: action_id

Version: 2.1.0.11

cybox.core.associated_object module
class cybox.core.associated_object .AssociatedObject (defined_object=None, type_=None,

association_type=None)
Bases: cybox.core.object.Object

The CybOX Associated Object element.

Currently only supports the id, association_type and ObjectProperties properties

XML binding class: <undefined>

static from_dict (object_dict)
static from_obj (object_obj)

superclass
alias of Object | XML binding class: <undefined>

to_dict ()
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to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox.core.event module
class cybox.core.event .Event

Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.EventType

actions

Type: cybox.core.action.Actions
XML Binding class name: Actions
Dictionary key name: actions

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

event

(List of values permitted)

Type: cybox.core.event .Event
XML Binding class name: Event
Dictionary key name: event

frequency

Type: cybox.core. frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id_
XML Binding class name: id
Dictionary key name: id
idref

XML Binding class name: idref
Dictionary key name: idref

observation_method

Type: cybox.common.measuresource.MeasureSource
XML Binding class name: Observation_Method
Dictionary key name: observation_method
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type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Type
Dictionary key name: type

Version: 2.1.0.11

cybox. core. frequency module
class cybox.core. frequency.Frequency
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.FrequencyType

rate

XML Binding class name: rate
Dictionary key name: rate

scale

XML Binding class name: scale
Dictionary key name: scale

trend

XML Binding class name: trend
Dictionary key name: t rend

units

XML Binding class name: units

Dictionary key name: units
Version: 2.1.0.11

cybox.core.object module
class cybox.core.object .DomainSpecificObjectProperties
Bases: cybox.Entity

The Cybox DomainSpecificObjectProperties base class.
XML binding class: <undefined>

static from_dict (domain_specific_properties_dict)

static £rom_obj (domain_specific_properties_obj)
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to_dict (partial_dict=None)
Populate an existing dictionary.

Note that this is different than to_dict() on most other CybOX types.

to_obj (return_obj=None, ns_info=None)
Populate an existing bindings object.

Note that this is different than to_obj() on most other CybOX types.
class cybox.core.object .Object (properties=None, type_=None)
Bases: cybox.Entity

The CybOX Object element.

Currently only supports the following data members: - id_ - idref - properties - related_objects

XML binding class: <undefined>

add_related (related, relationship, inline=True)
static from_dict (object_dict, obj=None)

static from_ob7j (object_obj, obj=None)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.object .RelatedObject (*args, **kwargs)
Bases: cybox.core.object.Object

XML binding class: <undefined>

static from_dict (relobj_dict)

static from_ob7j (relobj_obj)
get_properties ()

to_dict ()

to_obj (return_obj=None, ns_info=None)

cybox.core.object.add_external_class (klass, name=None)
Adds a class implementation to this binding’s globals() dict.

These classes can be used to implement Properties, Domain_Specific_Object_Properties, or Defined_Effect
fields on an Object.

Parameters
* Kklass (class) — Python class that implements the new type

* name (str) — The name of the class, as it will appear in XML documents to be parsed.
Defaultsto klass.__name_ .

Version: 2.1.0.11
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cybox.core.observable module
class cybox.core.observable .Keywords (*args)

Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.KeywordsType

class cybox.core.observable.Observable (item=None, id_=None, idref=None, title=None, de-

scription=None)
Bases: cybox.Entity

A single Observable.

XML binding class: <undefined>

add_keyword (value)

static from_dict (observable_dict)
static from_ob7j (observable_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.observable.ObservableComposition (operator="AND’, observables=None)

Bases: cybox.Entity

The ObservableCompositionType entity defines a logical compositions of CybOX Observables. The combina-
torial behavior is derived from the operator property.

XML binding class: <undefined>

add (observable)

static from_dict (observable_comp_dict)
static £rom_obj (observable_comp_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.observable.Observables (observables=None)

Bases: cybox.EntityList
The root CybOX Observables object.

Pools are not currently supported.

XML binding class: <undefined>

add (observable)

static £rom_dict (observables _dict)
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static from_ob3j (observables_obj)
to_dict ()
to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox.core.action module

class cybox.core.action.Action
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionType

action_aliases

Type: cybox.core.action.ActionAliases
XML Binding class name: Action_Aliases

Dictionary key name: action_aliases

action_arguments

Type: cybox.core.action.ActionArguments
XML Binding class name: Action_Arguments
Dictionary key name: action_arguments

action_status

XML Binding class name: action_status
Dictionary key name: action_status

associated objects

Type: cybox.core.action.AssociatedObjects
XML Binding class name: Associated_Objects
Dictionary key name: associated_objects

context

XML Binding class name: context
Dictionary key name: context

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

discovery_method
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Type: cybox .common.measuresource.MeasureSource
XML Binding class name: Discovery_Method
Dictionary key name: discovery_method

frequency

Type: cybox.core.frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id

XML Binding class name: id
Dictionary key name: id

idref

XML Binding class name: idref
Dictionary key name: idref

name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Name
Dictionary key name: name

ordinal_position

XML Binding class name: ordinal_position
Dictionary key name: ordinal_position

relationships

Type: cybox.core.action.ActionRelationships
XML Binding class name: Relationships
Dictionary key name: relationships

timestamp

XML Binding class name: timestamp
Dictionary key name: t imestamp

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Type
Dictionary key name: type
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class cybox.core.action.ActionAliases (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionAliasesType

class cybox.core.action.ActionArgument
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionArgumentType

argument_name
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Argument_Name

Dictionary key name: argument_name

argument_value

XML Binding class name: Argument_Value
Dictionary key name: argument_value

class cybox.core.action.ActionArguments (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionArgumentsType

class cybox.core.action.ActionRelationship
Bases: cybox.Entity

XML binding class: <undefined>

static from_dict (action_relationship_dict)
static from_ob3j (action_relationship_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.action.ActionRelationships (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionRelationshipsType
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class cybox.core.action.Actions (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.ActionsType

class cybox.core.action.AssociatedObjects (*args)
Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.AssociatedObjectsType

Version: 2.1.0.11

cybox.core.action_reference module

CybOX Action Reference Class

class cybox.core.action_reference.ActionReference (action_id=None)
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.ActionReferenceType

action_id

XML Binding class name: action_id
Dictionary key name: action_id

Version: 2.1.0.11

cybox.core.associated_object module

class cybox.core.associated_object .AssociatedObject (defined_object=None, type_=None,

association_type=None)
Bases: cybox.core.object.Object

The CybOX Associated Object element.

Currently only supports the id, association_type and ObjectProperties properties

XML binding class: <undefined>

static from_dict (object_dict)
static from_obj (object_obj)

superclass
alias of Object | XML binding class: <undefined>

to_dict ()
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to_obj (return_obj=None, ns_info=None)

Version: 2.1.0.11

cybox.core.event module

class cybox.core.event .Event
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.EventType

actions

Type: cybox.core.action.Actions
XML Binding class name: Actions
Dictionary key name: actions

description

Type: cybox.common.structured_text.StructuredText
XML Binding class name: Description
Dictionary key name: description

event

(List of values permitted)

Type: cybox.core.event .Event
XML Binding class name: Event
Dictionary key name: event

frequency

Type: cybox.core. frequency.Frequency
XML Binding class name: Frequency
Dictionary key name: frequency

id_
XML Binding class name: id
Dictionary key name: id
idref

XML Binding class name: idref
Dictionary key name: idref

observation_method

Type: cybox .common.measuresource.MeasureSource
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XML Binding class name: Observation_Method
Dictionary key name: observation_method

type_
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Type
Dictionary key name: type

Version: 2.1.0.11

cybox.core. frequency module

class cybox.core.frequency.Frequency
Bases: cybox.Entity

XML binding class: cybox.bindings.cybox_core.FrequencyType

rate

XML Binding class name: rate
Dictionary key name: rate

scale

XML Binding class name: scale
Dictionary key name: scale

trend

XML Binding class name: trend
Dictionary key name: trend

units

XML Binding class name: units
Dictionary key name: units

Version: 2.1.0.11

cybox.core.object module

class cybox.core.object .DomainSpecificObjectProperties
Bases: cybox.Entity

The Cybox DomainSpecificObjectProperties base class.
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XML binding class: <undefined>

static from_dict (domain_specific_properties_dict)
static £rom_obj (domain_specific_properties_obj)

to_dict (partial_dict=None)
Populate an existing dictionary.

Note that this is different than to_dict() on most other CybOX types.

to_obj (return_obj=None, ns_info=None)
Populate an existing bindings object.

Note that this is different than to_obj() on most other CybOX types.

class cybox.core.object .Object (properties=None, type_=None)
Bases: cybox.Entity

The CybOX Object element.

Currently only supports the following data members: - id_ - idref - properties - related_objects

XML binding class: <undefined>

add_related (related, relationship, inline=True)
static from_dict (object_dict, obj=None)

static from_ob7j (object_obj, obj=None)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.object .RelatedObject (*args, **kwargs)
Bases: cybox.core.object.Object

XML binding class: <undefined>

static from_dict (relobj_dict)

static from_obj (relobj_obj)
get_properties ()

to_dict ()

to_obj (return_obj=None, ns_info=None)

cybox.core.object.add_external_class (klass, name=None)
Adds a class implementation to this binding’s globals() dict.

These classes can be used to implement Properties, Domain_Specific_Object_Properties, or Defined_Effect
fields on an Object.

Parameters

* Kklass (class) — Python class that implements the new type
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* name (str) — The name of the class, as it will appear in XML documents to be parsed.
Defaults to klass.__name__.

Version: 2.1.0.11

cybox.core.observable module

class cybox.core.observable .Keywords ( *args)

Bases: cybox.EntityList

XML binding class: cybox.bindings.cybox_core.KeywordsType

class cybox.core.observable.Observable (item=None, id_=None, idref=None, title=None, de-

scription=None)
Bases: cybox.Entity

A single Observable.

XML binding class: <undefined>

add_keyword (value)

static from_dict (observable_dict)
static from_ob7j (observable_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.observable.ObservableComposition (operator="AND’, observables=None)

Bases: cybox.Entity

The ObservableCompositionType entity defines a logical compositions of CybOX Observables. The combina-
torial behavior is derived from the operator property.

XML binding class: <undefined>

add (observable)

static from_dict (observable_comp_dict)
static £rom_obj (observable_comp_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

class cybox.core.observable.Observables (observables=None)

Bases: cybox.EntityList
The root CybOX Observables object.

Pools are not currently supported.
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XML binding class: <undefined>

add (observable)

static from_dict (observables_dict)
static from_ob3j (observables_obj)
to_dict ()

to_obj (return_obj=None, ns_info=None)

3.1.3 CybOX Objects

Modules located in the base cybox .objects package
Version: 2.1.0.11

cybox.objects package

Submodules

Version: 2.1.0.11

cybox.objects.account_object module
class cybox.objects.account_object .Account
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.account_object.AccountObjectType

authentication

(List of values permitted)

Type: cybox.objects.account_object.Authentication
XML Binding class name: Authentication

Dictionary key name: authentication

creation_date

Type: cybox.common.properties.DateTime
XML Binding class name: Creation_Date
Dictionary key name: creation_date

description

Type: cybox.common.properties.String
XML Binding class name: Description
Dictionary key name: description
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disabled

XML Binding class name: disabled
Dictionary key name: disabled

domain

Type: cybox.common.properties.String
XML Binding class name: Domain
Dictionary key name: domain

last_accessed_time

Type: cybox.common.properties.DateTime
XML Binding class name: Last_Accessed_Time
Dictionary key name: last_accessed_time

locked out

XML Binding class name: 1locked_out
Dictionary key name: 1locked_out

modified date

Type: cybox.common.properties.DateTime
XML Binding class name: Modified_ Date

Dictionary key name: modified_date
class cybox.objects.account_object .Authentication
Bases: cybox.Entity

XML binding class: cybox.bindings.account_object.AuthenticationType

authentication_data

Type: cybox.common.properties.String
XML Binding class name: Authentication_Data
Dictionary key name: authentication_data

authentication_token_protection_mechanism
TypedField subclass for VocabString fields.

Type: cybox.common.vocabs.VocabString
XML Binding class name: Authentication_Token_Protection_Mechanism
Dictionary key name: authentication_token_protection_mechanism

authentication_type
TypedField subclass for VocabString fields.
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Type: cybox.common.vocabs.VocabString
XML Binding class name: Authentication_Type
Dictionary key name: authentication_type

structured_authentication_mechanism

Type: cybox.objects.account_object.StructuredAuthenticationMechanism

XML Binding class name: Structured_Authentication_Mechanism
Dictionary key name: structured_authentication_mechanism

class cybox.objects.account_object.StructuredAuthenticationMechanism
Bases: cybox.Entity

XML binding class:
cybox.bindings.account_object.StructuredAuthenticationMechanismType

description

Type: cybox.common.properties.String
XML Binding class name: Description
Dictionary key name: description

Version: 2.1.0.11

cybox.objects.address_object module
class cybox.objects.address_object .Address (address_value=None, category=None)
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.address_object.AddressObjectType

address_value

Type: cybox.common.properties.String
XML Binding class name: Address_Value
Dictionary key name: address_value

category

XML Binding class name: category
Dictionary key name: category

is_destination

XML Binding class name: is_destination
Dictionary key name: is_destination
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is_source

XML Binding class name: is_source
Dictionary key name: is_source

is_spoofed

XML Binding class name: is_spoofed
Dictionary key name: is_spoofed

vlan_ name

Type: cybox.common.properties.String
XML Binding class name: VLAN_Name
Dictionary key name: vlan_name

vlan_num

Type: cybox.common.properties.Integer
XML Binding class name: VLAN_Num

Dictionary key name: vlan_num
class cybox.objects.address_object .EmailAddress (addr_string=None)
Bases: cybox.objects.address_object.Address

Convenience class for creating email addresses.

Note that this is not an actual CybOX type.

XML binding class: cybox.bindings.address_object.AddressObjectType

classmethod istypeof (0bj)
Version: 2.1.0.11

cybox.objects.api_object module
class cybox.objects.api_object .API
Bases: cybox.common.object_properties.ObjectProperties

XML binding class: cybox.bindings.api_object .APIObjectTyp